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To: Telephone: Fax Number:
Richard Forno (253) 793-3166

From: Andrew P. Valentine Client-Matter Number: 026573-000020
650.833.2065

Re: Cisco Systerns, Inc. and Internet Security Systems, Inc. v. Michael Lynn, et al
Pages: - g - (including this form) Originals:  will follow by regular mail

If there is a problem with this transmission, please call Christina Wikner at (650) 833-1528
Fax Operator/Ext.

Message:

CONFIDENTIALITY NOTICE

This communication is ONLY for the person named above. Unless otherwise indicated, it contains information that is
canfidential, privileged or exempt from disclozure under applicable law. If you are not the person named above, or
responsible for delivering it to that person, bae aware that disclosure, copying, distribution or use of this communlcation is
strictly PROHIBITED. If you have received it in error, or are unceriain as fo its proper handling, pleasa immediately
notify us by collect telephone and mail the original to us at the above address. Thank you.
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July 29, 2005

Electronic Mail and Facsimile

Richard Forno
Email: x2@infowarrior.arg
Fax: (US) 253-793-3166

Dear Mr. Forno:

| am an attorney at DLA Piper Rudnick Gray Cary US LLP and represent Internet Security
Systems, Inc. (“I3S8”). | write to inform you that you are currently hosting website content that
contains proprietary information of IS8 that was stolen by a former employee. We demand that
you take down the posting immediately,

The posting is located on your website at hitp://iwww.infowarrior.org/users/Morna/lynn-cisco. pdi
and relates to a preseniation that IS8 decided not go give at the Black Hat 2005 USA
Conference in Las Vegas, Nevada, Michael Lynn (who terminated his employment with 1SS on
Wednesday) was not authorized to take and distribute it and Black Hat, to the extent it had the
presentation, was under an obligation to keep it confidential.

On Wednesday, |85 and Cisco sued Mr. Lynn and Black Hat for claims of capyright
infringement, misappropriation of trade secrets, and breach of employment agreement in
cannection with improper distribution of the material. On Thursday, Judge Jefirey White of the
United Stated District Court for the Northern District of California issued a permanent injunction
preventing further distribution of the material (attached). Cisco Systems, Inc. and Internet
Securify Systems, Inc. v. Michael Lynn and Black Hat /nc. United States District Gourt, Northern
District of California.

We also understand that the unlawful distribution of this information is the subject of a federal
investigation.

We demand that the posting be taken down immediately. If the posting is not withdrawn
immediately, IS5 will be forced to pursue its legal remedies. Please immediately confirm by
email response or phone by 12:00 p.m. PDT, July 30, 2005, that the posting has been removed.

Thank you for your anticipated cooperation in this regard. | look forward to your prompt
response.

Serving elients globally
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Iy yours,

Piper Rudhick Gray Cary US LLP

. ‘, ]

P alentine

ttorney
andrew.valentine@dlapiper.com

Admitted to practice in California
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Attorneys for Plaintiffs i
Cicco Systems, Inc. snd Jnternst Secutity Systems,
Inc.

UNITED STATES DISTRICT COURT
NOBRTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION
CISCO §YSTEMS, INC. zud INTERNET | CASE NO. 05-CV-03043 ST W
SECURITY SYS INC.,
STIPULATED PERMANENT
Plaintiffs, INJUNCTION
v. Date: July 28, 2005
Time: 8:30 am.
MICEHAEL LYNN and BLACK HAT, Judge: Hon. Jeffrey White
Defendants, . ‘ —_

-

The parties to this action by and through their attotneys bereby stipulate to the following

' PERMANENT INJUNGTION, and the Conrt HERERY ORDERS, ADTUDGES AND

DECREBRS:

Defendayt Michsel Lyan
Defendant Michasl Lynn is hereby permanently enjoined sy fallows:

1. From d.iaciosing or disseminating the 155 Fresentation attaghed b the
Declaration of Michacl Quinn, Exhibit A (the “ISS Presentation™) and sy drafts,

+]la
EM\TL0765.] STIRFULATED FEFRMANENT INJUNCTION 05-CVe03043 -

A5573.286
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1 conteit, portions oz derivatives thereof, which he scknow]edges are required to be
2 retared to 185 umder the terres of hie employment sgreements with 188:
3 .
2. From disclosing o disserninating the presentation given by Michael Lymm
4 _
3 on Tuly 27, 2005 at the Black Hat 2005 USA Cenference, which he acknowledges
. 6 that IS5 did not authorize hin to present and which he had yiotificd ISS he wonld
7 not precent. In particnlar; IS5 had directed no presentation or live demonstration
8 would be made Whieh inchided disassembled Cisco code and the “pointers”. (185
9 | apd Clsco stipulate that they hed prepared an aliemative presentation desigmed to
1o diseuss Intarnet security, including the flaw which Lynn had idemified, but
1 withous revedling Clsoo cods or peinters which might belp enable third partics to
12 exploit the fiaw, but were informed they would not be allowed to present that
13 '
presentation al the conferenca).
14
15 3. From wplawiully disassembling af reverse engitieering Cisco gade in the
16 futims;
17
18 4. From wsing Ciseo decompiled code currently in his possession or control
19 for any purpose; for avejdance of doubt, Lynn is not prachded from lavwfil
20 discnasim:_lﬂ of Intemert scomrity using materials lawﬁﬂly abfained
Zl e ) ) ' —_— . .
a. From disseminating any video recording of all or any portian of his July
22
43 27, 2005 pregentation at the Black Hat 2005 USA Conference.
_ 24 Defendant Michae] Lynn shall, by 5:00 p., PDT, August 1, 2005;
25
26 G. Befurn te cotnse] fug 1SS the IS8 Precentation and any drafis thereof thai
27 are in his pozsession ar control;
28
2
A FPEz, RUBHICK BM190759,1 ETIFULATED PERMANENT INIUNCTION  05-CV-03043
AYCanyUS I1P | 26373720
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7. Return to aommsel for Cisco any decompiled Cisn_l:_n_néde thai is in his

posseasion or contral;

2 Deliver to counsel for Cisco auy video recording of his July 27, 2005
presantation at the Black Hat 2005 USA Conference that is cucrently in his
possolition or tontrol or which comes inte his possession ar control at any fuhae

time, regardless of the rmediwra on which is storcd. '

9. Refm to counsol for ISS all IS5 marerial (fnclnding IS8 cods mmd all
valnerability informarion) required to ba returned wmder his Agreement on
Confidentizlity, Work Product and Won-Soliciation, deted November 18, 2003.
Lynn shall not copy, nse or diseeminate ISS material except for the purpose of
complying wilh this p:rnvinqn Lynn shall not destroy, delste ar erase any
somputer dzm in his poasession or control, and has not done so since July 27,
2005. Lynn shall prepare complete mnmr images of all computer data in his
posaession or control. ISS end Lynn shall appoint a third party forensis expert to
verify, in the presence of 1SS and Lynm (or his reprosentative), on the mirror image
» that Lyun has provided to IS4 and/or Clsto any ISS- or Cisco-owned materigls.
The forensic expert will, if 1SS or Cisoo requests, create copies of thase matexials
for I&S and/or Cisco aud will then, delats all Y88« and/ar Cisco-owned materisls
fram the mirrored datz and the forensie expert shall then wipe the dsleted files and
free pace. Any pon-ISS or non-Cisco-owned materials shall be viewed ander a
protective order to engure its confidentiallty, The foretisic £Xperi shall then delete,

fully wipe and reformat the originel stavage media, The data on the mirrored
copy. which no Ionger inclodes ISE- or Cisco-owned materials, gholl then e
trenferred onto the origingl storage medin.  The farensic expert will delete, fislly

23-
STIFULATED PERMANENT INJUNCTION  05-CV-03043
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1 wemmﬂmmﬁmmﬁgﬂmeﬂh meill decrypt any

2 enerypted materials if required for review by the forenaie expet, If the parties

3 cannot agree on 2 third party expert within ten diys, sach puty shall within ten

4 . days appoint & repregantative and the represeatalives so appointed shall within

5 seven daya selecf the forensic eapert to condnet the inspection. Lynn hereby

¢ confiems that no IS5- or Csco-vwned material has baen transferred or sent

7 clsewhere.

2

E Defondant Michas] Lyng shall also:

10 | '

1 10.  Make no Auther presentation(s) at Bleck Hat 2005 USA Coafersnce or
12 DEFCON 20035, |

1 11.  Tdentifyto comnse] for I8S/Cisco anyons 1o whom he has disclosed in

1 wiitten formn or electronically the 1SS Preseptation, or any of the contents, portions
:Z of derivativea thercof, or any exploit code related therctb‘(nnt including those who
" only heard or gaw his presentation at the Black Hat 2005 USA Conference gp the
18 meyTing of July 27) by 5:00 pm July 28, 2005 FDT,.

19 12.  Tdentify by 5:00 p.m., Tuly 28, 2005 PDT to counsel for 188 and Cisco
20 anyona to Whom he disnlosed (outside of the IS5 disclosure Frocess), sold or
;; offered to sell any ISS or Cisoo code or any vulnetabilities in 1SS, Cieco ar any
o other manufacTirer's code, whether the vulnerahility was discovered by bim or
24 155, from Devember 1, 2003 to the present ;
25 13.  Identify any w:bsitc;‘ (if any) 1) where hie posted ditecily or indirectly the
26 ISS Fresentation, bis slides fom the Black Hat 2005 (JSA July 27, 2005
27 presentation or deoompiled Cisco cods; o Z) 'whcmla he is_:watc- snch informetion
23 “

: :-:; Tuc: ml_ggv 6. STPULATED PERMANENT INTUNCTION  05-CVA-03043

07/28/2005 THU :3:11 [TX/RI ND 5033] @oog

[



07,2905 17:23 FAX 650 833 2001 DLAPRGC US LLP

At i A .Y LA UYUY OJ9 LUV ‘ _ULA]-'HGC US LLP
y7/28,2005 12:05 FAX TO28BEL700 CAESARS BUOSINESS CENTER
07/74r05% 12:21 FAX 650 513 2001 ye. DLAEREC US LLF

1

2
3
4
5
o
7
B
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

L Poese RUOCKICE
W CaARYUT L

jg posted, 1 such postings were made diractly or indireotly by him, he shall ave

such postings taken down by 5:00 p.on., Fuly 28, 2005 FDT.

Defendant Riack Fat

Defendant Black Hat is herchy permanently enjojned as follows:

1. From copying of disseminating any video rgcurd_igg.prsim“s Tuly 27,

2005 presentation at the Black Hat 2005 USA Conference.

Defendant Black Hat shall, by 5 pan. EDT July 28, 2005.

1. Deliver 1o connsel for Ciseo any video recording of Mr. Lynn’s July 27,

2005 prezentation at the Black Fiat 2005 USA. Canference.
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2 | IT IS SO STIPULATED.
3
4 | DATED: Iuly 28, 2005
y Andrew i
.6 Attorneys for Plaintiffs
CISCO SYSTEMS and INTERNET
7 SECURITY SYSTEMS
B
DATED: July 28, 2005
9
10
11
12
DATED: July 28, 2005 Joffiey McNam
13
By: - bl
14 . ¥ ';1":(’1' pIhard £
b for Dafend:mt .
15 HAT, INC.
16
17

18 § IT IS SO ORDERED.

19 | DATED: July 28, 2005 @Mm
' ' Yo ‘White
20 o ( nited Gates Pistrict Court Tudge
o

2]

8

26
27

28

-5-

A PwER RUONIG: || EMSTIS076D.1 STIPULATED FERMANENT MUNCTION  05-CV-03043
Ay CanyULLLP 257326

© 072872005 THU 13:11 [TX/RX NO 3032] Ejo11



